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Does Al Help Cyber Attackers or Defenders?
A Paired Cyber Offense—Defense Differential on Identical Vulnerability Ground Truth
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Abstract

Frontier releases increasingly rely on cyber-capability evaluations,
but the usual question is one-sided: can the model attack? A de-
ployment decision instead needs to know which side gains more.
We define an offense-defense capability differential, A = Dy — As,
for an agent-model system s, with both outcomes measured on the
same vulnerability instances and against the same sanitizer-defined
vulnerability identity. We reanalyze two prior evaluation runs over
reproduced C/C++ memory-safety vulnerabilities. Of 276 attempted
reproductions, 212 satisfied a public three-part ground-truth floor;
199 formed a common, outcome-blind intersection with complete
attacker and defender records for three eligible systems. The mea-
sured outcome is binary single-proof-of-concept success under
ASan, UBSan, or MSan; it captures neither exploit weaponization
nor robust, mergeable remediation.

On the common set, OpenCode/GPT-5.5 is attacker-favoring
by —11.6 pp (95% Newcombe paired interval [—17.2, —6.4]; exact
McNemar, Holm-adjusted p = 6.8 x 107°), whereas OpenCode/GPT-
5.3-codex is statistically inconclusive at +4.5 pp ([-2.5,11.6]; p =
0.26). A version-skewed Claude Code/Opus 4.7 sensitivity analy-
sis is attacker-favoring by —26.1 pp ([-34.1, —17.7]; adjusted p =
2.6 x 1078). We report no pooled significance test because vulnera-
bilities recur across systems. The unweighted three-system mean
is —11.1 pp; a vulnerability-block bootstrap over the 199 shared
IDs gives a 95% interval of [-15.7,—6.5] pp (B = 100,000), cap-
turing vulnerability-sampling uncertainty with the three systems
fixed. Extreme imputation of all 13 listwise-excluded instances can-
not reverse the two attacker-favoring signs, but it can reverse the
near-parity system. Each system ran once per sample, making that
+4.5 pp sign especially fragile.

These findings concern the evaluated systems and task defini-
tions, not Al systems in general. Under the explicit premise that
offense is credited for one working PoC while defender acceptance
is tightened beyond single-PoC suppression, stricter defender cri-
teria can only lower D and A. We also specify a pre-deployment
governance design based on neutral private custody, pre-dispatch
commitment, a content-minimized post-run COSE_Sign1 manifest,
and append-only transparency receipts.
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1 Introduction

The release question is directional. Cyber evaluations have be-
come part of frontier-model safety and deployment processes. Pub-
lic system cards report capture-the-flag tasks, cyber ranges, vul-
nerability reproduction, software engineering, and related agentic
measurements [5, 11, 23]. The capability frontier has also moved
from stylized puzzles toward sustained vulnerability research and
exploitation: recent work evaluates autonomous proof-of-concept
generation, exploit construction against hardened targets, and end-
to-end attacks in realistic environments [4, 9, 10, 17, 28]. At the
same time, at least one frontier laboratory has stated that its public
cyber evaluations no longer provide sufficient headroom to track
progress [5].

These developments make the standard release question inade-
quate. “Can the model attack?” is not the same question as “Does
deploying the model improve the security position of defenders
relative to attackers?” A model can materially increase both offen-
sive and defensive productivity. A release decision depends on the
difference, not either marginal capability in isolation.

The measurement problem. Existing offense and repair bench-
marks are generally not commensurable. They use different corpora,
different task information, different scoring oracles, and different
run protocols. Subtracting a patch rate on one benchmark from an
exploit rate on another yields a number whose sign may be driven
by corpus difficulty or grader strictness rather than an offense—
defense balance. Even within one corpus, a differential is invalid if
one arm selectively loses failures to early termination or infrastruc-
ture faults.

We use a paired unit of comparison: for the same vulnerability
instance i and the same agent-model system s, obtain a complete
attacker outcome A;s € {0, 1} and a complete defender outcome
D;s € {0, 1}. Define

1
A= — > (Dis = Au). (1)
S =1

A negative value is attacker-favoring under the stated task defi-
nitions; a positive value is defender-favoring. This quantity is an
equal-weight capability differential. It informs the broader offense—
defense equilibrium question, but it is neither a Nash equilibrium
nor a complete welfare measure. We therefore use differential for
the estimand and reserve equilibrium for the surrounding decision
problem.

A retrospective paired study. We reanalyze two evaluation runs
collected in April-May 2026 over an ARVO-derived corpus of re-
produced OSS-Fuzz vulnerabilities [21]; all outcomes predate this
analysis. The attacker task asked for a triggering input; the de-
fender task asked for a patch. Both were scored with the public,
binary single-PoC sanitizer check. The archival study attempted
276 reproductions, retained 212 environments whose vulnerable
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and fixed revisions passed a three-part ground-truth floor, and
admitted three systems whose attacker-side records exceeded a
completeness threshold specified before inspection of A. A com-
mon outcome-blind intersection contains 199 vulnerabilities with
complete records for all three systems.

The tasks differ in prompt and output type; two systems have
identical agent-CLI versions across arms, whereas one has a con-
sequential version skew; provider slugs do not cryptographically
attest served weights; and the single-PoC patch score is weaker
than an enterprise notion of remediation. The two version-matched
OpenCode systems therefore form the primary comparison, with
Claude Code retained as sensitivity evidence.

Why private evaluation still needs public evidence. Public bench-
marks are valuable scientific infrastructure, but a release gate that
becomes a training target eventually loses discriminative power.
Keeping task content private is a reasonable anti-contamination
response, yet secrecy creates a second risk: a laboratory could
cherry-pick runs, omit failures, or change the instrument without
detection. We therefore separate task secrecy from result auditabil-
ity. We propose a two-phase evidence protocol: a neutral custo-
dian registers a signed run authorization before dispatch and a
content-minimized signed result manifest after execution. Both are
registered with an append-only transparency service using COSE
and SCITT-compatible structures [7, 15, 24]. The public learns what
was committed, run, and reported without receiving task source,
prompts, proof-of-concept bytes, patches, or exploit-bearing traces.

Research questions. The study addresses four questions:

RQ1: Paired direction. What defender-minus-attacker differen-
tial is observed when both outcomes are available on identi-
cal vulnerability instances?

RQ2: System heterogeneity. Is the sign stable across agent—
model systems, or does it change with model and harness?

RQ3: Completeness. How can failure-selective missingness dis-
tort an offense—defense comparison, and what remains after
an outcome-blind completeness gate?

RQ4: Auditability. What public evidence can make a private pre-
deployment evaluation accountable without disclosing the
instrument?

Contributions. We make four contributions.

(1) It formalizes a paired, system-level offense-defense differential
and distinguishes it from both a one-sided capability score and
a complete economic equilibrium model.

(2) Itreports a retrospective vulnerability-level analysis on a com-
mon set of 199 reproduced memory-safety instances, with exact
paired tables, Newcombe matched-pair intervals, exact McNe-
mar tests, Holm correction, and no invalid pooled significance
test.

(3) It identifies and quantifies a differential-completeness failure
mode: selective loss of attacker failures can manufacture an at-
tacker advantage. We report the numeric completeness rule, per-
arm completion counts, mechanism evidence, an outcome-blind
admission rule, own-set sensitivity, and extreme-imputation
bounds.

(4) It specifies a privacy-preserving evidence architecture for pre-
deployment gates: neutral custody, pre-dispatch commitments,

Anon.

content-minimized COSE_Sign1 result manifests, and append-
only transparency receipts.

Two evaluated systems show attacker-favoring single-PoC dif-
ferentials; a third is indistinguishable from parity. The evidence
establishes that one-sided offense scores cannot determine direction
and that the direction is system-dependent. It does not establish that
Al generally benefits attackers, that any model can weaponize the
studied vulnerabilities, or that the measured patch score captures
robust enterprise remediation.

2 Conceptual Model: From Capability Scores to
a Differential

2.1 Unit of analysis

The unit is an agent—model system, not a model in isolation. Let
s = (h,m, c) denote an agent harness h, requested provider model
slug m, and fixed run configuration c. Tool schemas, stopping behav-
ior, context management, and error handling can materially alter
performance. Consequently, a statement such as “model m favors
defenders” is unsupported unless the harness and configuration are
held fixed or separately modeled.

For vulnerability instance i and system s, define four observable
paired outcomes:

Ajs  Djs Interpretation under the measured tasks
1 1 both tasks pass
1 0  attacker-only success; net exposure
0 1 defender-only success; net defensive advantage
0 0  neither task passes

Equation (1) is equivalently the defender-only proportion minus the
attacker-only proportion. Concordant pairs do not change A but
remain important for absolute capability and statistical precision.

2.2 Why identical ground truth is necessary but
not sufficient

A valid difference requires the same vulnerability IDs and a com-
mon vulnerability identity. In this study that identity is behavioral:
a documented input triggers a specific sanitizer-defined failure on
the vulnerable build and no longer triggers it on the canonical fixed
build. This common ground truth removes one major source of non-
comparability, but it does not make the tasks identical. Attack and
repair necessarily differ in objective, output type, and information.
The estimand is therefore “difference between these two explic-
itly defined tasks on the same instances,” not a task-independent
measure of cyber power.
The conditions for interpreting A are:

(1) Common sample identity: the same instance IDs contribute
to As and Dg.

(2) Common vulnerability identity: attacker and defender scor-
ing refer to the same documented sanitizer failure.

(3) Complete paired records: both arms reach a scored terminal
state; early infrastructure termination is not coded as failure.

(4) Stable system identity: the same requested model slug and,
for the primary analysis, the same agent-CLI version are used
across arms.
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(5) Declared task asymmetry: prompts, outputs, and success
bars are reported explicitly; the arms are not summarized as
differing only in task objective.

2.3 Decision semantics and policy margins

A release gate should not treat every nonzero point estimate as
decisive. Let 7 > 0 be an ex ante materiality margin, expressed in
percentage points or in an economically weighted unit. Given a
confidence interval [Lg, Us] for As:

Ly >7t =  defender-advantaging evidence,

Us < -t = attacker-advantaging evidence,

otherwise =  inconclusive for the chosen margin.

The margin must be set before viewing the result and should reflect
consequences, not statistical convenience. We report inference at
7 = 0 because no policy margin was precommitted for the archival
runs; a production gate should choose a nonzero margin.

2.4 Economic extension

The equal-weight differential assigns one unit to every vulnerabil-
ity and to both roles. Enterprise risk rarely does. A more general
calibration is

i wi (0p,iDis — va 1 Ais)
2 Wi ’

where w; is a precommitted prevalence or exposure weight and
Up,i, va,; encode the marginal value or harm associated with success.
Equation (2) makes the security-economics assumptions visible. The
archival records do not contain defensible impact weights, so we
do not compute it. Equal weighting is the calibration primitive, not
a claim that all vulnerabilities or attacker and defender outcomes
have equal social value.

AN =

@

3 Related Work

Offense evaluations. Cybench, NYU CTF Bench, and 3CB mea-
sure agentic offensive skill through CTF or ATT&CK-aligned tasks
[6, 25, 36]; CyberGym and SEC-bench move toward disclosed real-
software vulnerabilities [16, 29]. Fang et al. study autonomous
one-day and zero-day exploitation, AutoAttacker automates at-
tack execution, and ExploitBench and ExploitGym raise the bar
from crash reproduction toward realistic impact under mitigations
[9, 10, 17, 28, 33]. Professional-penetration-test comparisons add
ecological validity [18]. These works establish offensive capability
but do not pair it with a defender outcome on the same vulnerability
IDs.

Repair and cyber-reasoning evaluations. SWE-bench established
repository-scale test-graded repair [14], while program-repair re-
search shows that visible-test success can reward plausible but
incorrect patches [26]. PatchEval and SEC-bench specialize repair
and reproduction to security defects [16, 31]; AIxCC, OSS-CRS, and
Big Sleep demonstrate the systems scale of autonomous find-and-
patch or discovery pipelines [8, 12, 37]. They motivate buildability,
regression safety, maintainability, and robustness, whereas our mea-
sured defender outcome is only single-PoC patch success.

SCORED ’26, 2026, Location TBD

Closest both-sided and infrastructure work. BountyBench is clos-
est because it places Detect, Exploit, and Patch tasks in common
systems and values outcomes economically [35]; it reports separate
task rates rather than a vulnerability-level paired D — A with an
explicit missingness rule. ARVO and CVE-Genie provide rebuild-
able vulnerable/fixed ground truth and verifiable PoCs [21, 27].
Training-time work such as Self-Play SWE-RL and PivotRL uses
trajectories and verifier outcomes for learning [30, 34]; here it is
cited only as training-time prior work, not as our evaluation or
construction method.

4 Study Design
4.1 Retrospective scope and provenance

The analysis uses only records from two prior runs conducted
in April-May 2026: an attacker run and a defender run. No new
model calls, retries, verifier executions, or outcomes were intro-
duced for this analysis. The models were accessed through autho-
rized provider security-evaluation channels; no provider endorse-
ment is implied.

The environment-construction system remains a black box. We
disclose the observable protocol needed to assess the measurements:
corpus admission criteria, task inputs and outputs, requested model
slugs, agent-CLI versions, scoring rule, completeness rule, sample
intersections, and statistical analysis.

4.2 Corpus and public ground-truth floor

The source corpus consists of reproduced OSS-Fuzz memory-safety
failures in real C/C++ projects. Each environment contains a vul-
nerable revision, a canonical fixed revision, a documented proof-of-
concept input, and an ASan, UBSan, or MSan configuration. Before
scoring, an instance had to satisfy three public behavioral condi-
tions:

(1) the documented PoC triggers the expected sanitizer-defined
failure on the vulnerable build;

(2) the canonical fix applies and the fixed revision builds; and

(3) the same PoC no longer triggers the failure on the fixed build.

Of 276 attempted reproductions, 276 reproduced the baseline crash,
216 additionally built at the canonical fixed revision, and 212 passed
all three conditions. The 212 instances form the eligible scored
corpus. This filter improves internal validity but creates selection
bias: it favors vulnerabilities with resolvable fixes and buildable
historical states.

Figure 1 summarizes the analysis flow.

4.3 Attacker and defender tasks

Attacker task. The agent starts from the vulnerable source revi-
sion and receives the documented crash type, sanitizer configura-
tion, and a crash-state summary. Direct upstream testcase identifiers
are withheld. The agent must produce an input that triggers the doc-
umented sanitizer failure. The task is guided proof-of-vulnerability
synthesis. It is not scored as arbitrary code execution, persistence,
privilege escalation, or end-to-end compromise.

Defender task. The agent starts from the same vulnerable source
revision and receives a surgical patch instruction. It must produce
a diff. A pass requires that the diff apply, the project build, and
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£276 attempted reproduced-vulnerability environments}

Y

{276 baseline sanitizer failures reproduced}

Y

[216 canonical fixed revisions applied and built}

Y
[212 passed the full public ground-truth ﬂoor]

Y

[6 candidate agent-model systems in both archival runs}

Y

[3 systems admitted by outcome-blind completeness}

Y

£199 vulnerabilities in the common complete-record intersection}

Figure 1: Corpus and analysis flow. The 199-instance common
set is defined by completeness, not by the sign or magnitude
of A.

the documented PoC no longer trigger the sanitizer failure. The
defender does not receive the hidden scoring execution during
generation.

Construct asymmetry. The roles cannot be made textually iden-
tical: an attacker emits an input; a defender emits a patch. Their
prompts and output contracts differ, and the defender outcome
includes apply and build failure states. The commonality is instance
identity and sanitizer-defined vulnerability identity, not identical
task difficulty. We therefore interpret A as a difference between
two specified operational tasks, not as a pure latent-capability pa-
rameter.

4.4 Reported metric
The reported numbers use only a public binary single-PoC metric.

e A;s =1 if the system-generated input triggers the documented
sanitizer failure on the vulnerable build; otherwise A;; = 0 for a
complete run.

e D;; =1 if the system-generated patch applies, builds, and sup-
presses the documented PoC; otherwise D;s = 0 for a complete
run.

This metric is narrower than the enterprise defender objective. It
does not establish regression preservation, maintainability, protocol
compliance, variant resistance, or merge readiness. We call it single-
PoC patch success, not “robust remediation.”

Anon.

4.5 Agent-model systems and version matching

Table 1 lists the six systems appearing in both archival runs. The
exact requested slugs were openai/gpt-5.5, openai/gpt-5.3-
codex, and anthropic/claude-opus-4-7. Requested slugs are dis-
patch claims, not provider-signed weight identities. “Same model”
therefore means the same requested slug, not cryptographic proof
that the provider served identical weights.

The two OpenCode systems are version matched across attacker
and defender arms and form the confirmatory comparison. Claude
Code differs by a minor CLI revision across arms and is retained
as a sensitivity analysis. The rejected Codex systems also differ
by version; the attacker version exhibited a documented early-
termination behavior. The rejection is driven by incomplete records,
not by their observed A.

4.6 Completeness and the
differential-completeness confound

A trajectory is complete when the archival record contains a scored
terminal verdict. A nonterminal record is classified as an early abort
only when it consumed less than 1,800 seconds, under half of the ap-
proximately 57-minute wall budget. Nonterminal early terminations
ended before roughly nine minutes, whereas budget-exhausted runs
extended beyond 55 minutes, leaving a wide separation around the
threshold. A full-budget abstention that produces no valid PoC is
a complete capability failure, not an abort. Provider interruption,
harness termination, and scorer records without a terminal verdict
remain incomplete and are never recoded as task failures.

A system was admitted only if attacker-side verifiable comple-
tion over the 212 eligible instances was at least 95%. The rule was
fixed before inspection of the differential, although no public times-
tamped registration was available; we therefore call it pre-outcome
specified, not preregistered. Defender completion ranged from 206
to 212 of 212 and did not determine admission. Table 1 reports both
arms, including defender-side incomplete records.

The admitted systems completed 96.2-99.1% of attacker records;
rejected systems completed 19.3-84.9%. The rejected rows expose
two failure-selective mechanisms. In Codex CLI 0.121.0, early ter-
mination accounted for 47 of 48 and 31 of 32 attacker-side incom-
plete records in the two Codex systems. Unsuccessful investiga-
tions disappeared before terminal scoring, inflating the observed
attacker rate toward 100%. Separately, a provider billing outage
on 1 May 2026 terminated 170 of 171 incomplete attacker records
for the OpenCode/Opus configuration, while 206 defender records
remained complete. This role-asymmetric missingness can change
the sign of D — A and must be classified before marginal rates are
compared [19].

4.7 Common analysis set

The primary table uses the intersection of complete records for all
three admitted systems: 199 of the 212 eligible vulnerabilities. This
common set allows direct cross-system comparison. The subset
rule depends on completeness only. It is not selected by attacker
outcome, defender outcome, or A.

Listwise intersection can nevertheless select on difficulty if par-
ticular instances cause more infrastructure failures. On each sys-
tem’s own complete set, the differentials are —11.1 pp, —26.6 pp,
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Table 1: Agent-model systems, CLI versions, and per-arm archival completeness out of 212 eligible instances. “Both” counts
instances with complete attacker and defender records for that system. Failure mechanisms were classified without using task

outcomes.
System Attacker CLI Defender CLI A complete D complete Both  Attacker-side incomplete records Use
OpenCode / GPT-5.5 1.14.20 1.14.20 210 211 209 1 early termination; 1 scorer/infrastructure record primary
Claude Code / Opus 4.7 2.1.114 2.1.111 204 211 203 8 nonterminal records sensitivity
OpenCode / GPT-5.3-codex 1.14.20 1.14.20 210 212 210 1 early termination; 1 scorer/infrastructure record primary
Codex / GPT-5.3-codex 0.121.0 0.118.0 180 212 180 31 CLI early terminations; 1 other record rejected
Codex / GPT-5.5 0.121.0 0.118.0 164 211 163 47 CLI early terminations; 1 other record rejected
OpenCode / Opus 4.7 1.14.20 1.14.20 41 206 41 170 provider-outage records; 1 other record rejected
and +6.2 pp. On the common set they are —11.6 pp, —26.1 pp, and OpenCode / GPT-5.5 | —o—
+4.5 pp. The qualitative conclusions are stable.
4.8 Statistical analysis
. . Claude Code / Opus 4.7

For each system, the 199 paired observations form a 2 x 2 table. We
report:
(1) attacker and defender marginal proportions with Wilson inter-

vals [32]; OpenCode / GPT-5.3-codex 1 e

—40 -30 -20 -10 0 10

(2) the paired risk difference D — A with Newcombe’s method-10
95% interval for paired proportions [22];

(3) an exact two-sided McNemar test based on the attacker-only
and defender-only counts [20]; and

(4) Holm-adjusted p values across the three system-level tests [13].

We do not treat the 3 X 199 = 597 system—vulnerability rows as
independent. The same vulnerabilities recur across systems, so a
naive pooled McNemar test and ordinary Wald interval are anticon-
servative. For the unweighted mean of the three system differentials,
we resample the 199 vulnerability IDs as blocks, carrying all three
systems’ paired outcomes together, and recompute the mean in each
of B = 100,000 replicates using a fixed seed of 42. The percentile
interval captures vulnerability-sampling uncertainty conditional
on these three systems; it does not represent across-system hetero-
geneity. We make no pooled significance claim.

4.9 Non-inferential scale context

A separate blinded archival summary reports 1,992 graded patch-
ing sessions across 15 agent configurations and 136 vulnerability
samples, with a leading configuration at 62.5% over 128 completed
sessions [3]. That run used a different corpus and had no matched
attacker arm. It provides scale context only and contributes no
inferential evidence to D — A.

5 Results
5.1 RQ1: The paired differential

Table 2 gives the exact paired counts. Figure 2 shows the matched-
pair intervals.

OpenCode/GPT-5.5 passes the attacker task on 192 of 199 in-
stances and the defender task on 169. Its 27 attacker-only outcomes
substantially exceed its four defender-only outcomes, producing
A = —11.6 pp. The interval excludes zero and the exact McNemar re-
sult remains significant after Holm correction. Under the measured
single-PoC tasks, this system is attacker-favoring.

OpenCode/GPT-5.3-codex passes the attacker task on 157 in-
stances and the defender task on 166. The discordant cells are 21

Defender-minus-attacker difference, percentage points

Figure 2: Per-system defender-minus-attacker differentials
on the common 199-vulnerability set. Intervals are New-
combe method-10 matched-pair 95% intervals. The Claude
Code row is a version-skewed sensitivity analysis.

attacker-only and 30 defender-only, yielding A = +4.5 pp. The in-
terval spans zero and the adjusted p value is 0.26. Each system ran
once per sample (num_runs=1), so this near-zero sign is a single sto-
chastic realization. The defensible conclusion is uncertainty around
parity, not a defender advantage; a standing gate should precommit
multiple seeds or a symmetric pass@k policy.

The version-skewed Claude Code/Opus 4.7 sensitivity row has
68 attacker-only and 16 defender-only outcomes, for A = —26.1 pp.
The interval is far below zero. Sampling uncertainty alone does not
explain the estimate, but the agent-CLI version difference prevents
a clean causal attribution to the model.

5.2 RQ2: Direction is system-dependent

The two OpenCode rows hold the harness and CLI version fixed
while changing the requested model slug. GPT-5.5 yields —11.6 pp;
GPT-5.3-codex yields +4.5 pp. This is the study’s strongest evidence
against a model-agnostic statement such as “Al favors attackers.”
Direction depends on the agent-model system.

The three-system unweighted mean is (—11.6 — 26.1 + 4.5)/3 =
—11.1pp. A vulnerability-block bootstrap gives a 95% percentile
interval of [-15.7,—6.5] pp (B = 100,000, seed 42): each resampled
vulnerability carries all three systems, so the interval respects cross-
system dependence. It conditions on the three systems and there-
fore does not quantify model-family heterogeneity. Dropping the
version-skewed row moves the mean of the two version-matched
systems to approximately —3.5 pp; we do not treat the cohort mean
as a general capability constant.

The four-cell table makes the source of each differential explicit:
large concordant “both pass” counts coexist with sharply different
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Table 2: Attacker and defender outcomes on the same 199 vulnerabilities. b is attacker-only, ¢ defender-only, and A = (¢ — b)/199.
Confidence intervals are Newcombe paired intervals. pyo, adjusts the three exact McNemar tests.

System Bothpass b ¢ Both fail A D A 95%Cl  PHolm
OpenCode / GPT-5.5 165 27 4 3 192/199 169/199 —1l.6pp  [-17.2,—6.4] 6.8 1075
Claude Code / Opus 4.7 97 68 16 18 165/199 113/199 —26.1pp [-34.1,-17.7] 2.6 X 1078
OpenCode / GPT-5.3-codex 136 21 30 12 157/199 166/199  +4.5pp [-2.5,11.6] 0.26

Table 3: Extreme listwise-exclusion bounds obtained by as-
signing all 13 omitted instances to the most attacker- or
defender-favorable discordant cell. The bounds are wider
than a model-based missingness analysis.

System Lower bound Upper bound
OpenCode / GPT-5.5 —17.0 pp -4.7pp
Claude Code / Opus 4.7 —-30.7 pp —18.4pp
OpenCode / GPT-5.3-codex -1.9pp +10.4 pp

attacker-only and defender-only balances. A one-sided offense score
sees only A and cannot recover that direction.

5.3 RQ3: Completeness changes the answer

The rejected systems illustrate why marginal rates cannot be differ-
enced blindly. Two Codex rows show attacker completion of 84.9%
and 77.4%, with observed attacker success of 97.8% and 100.0%. The
latter figure is not evidence of perfect exploit-generation capability;
it is the predictable consequence of selectively losing unsuccessful
runs before terminal scoring. The OpenCode/Opus row retains only
19.3% attacker completion after a provider outage and is uninter-
pretable as a capability comparison.

The admitted systems retain a residual 13-instance listwise exclu-
sion from the 212 eligible set. We calculate an intentionally extreme
bound that treats every excluded instance as maximally favorable
to one side for each system, even though many of those records are
actually observed for that system. Let k = 13 and let Ny =c— b on
the common set. Then

NA—k NA+k
— <M S ———.

< 3
212 212 ®)

The resulting bounds are shown in Table 3.

Even this adversarial imputation cannot reverse the two attacker-
favoring signs. It can reverse the near-parity OpenCode/GPT-5.3-
codex sign, reinforcing the conclusion that this row is inconclusive.

5.4 Absolute capability and practical
interpretation

A differential should not hide the marginals. OpenCode/GPT-5.5
is high on both tasks: 96.5% attacker and 84.9% defender success.
OpenCode/GPT-5.3-codex is lower on attacker success and similar
on defender success: 78.9% and 83.4%. Claude Code/Opus 4.7 is
82.9% versus 56.8%. Two systems can have the same A with very
different absolute risks; a release decision needs both the pair (A, D)
and the difference.

The single-PoC task bars must also remain visible. An attacker
pass means generating an input that reproduces a documented
sanitizer failure; it is not an operational exploit. A defender pass
means suppressing that documented input after a patch applies
and builds; it is not proof that the patch is complete, maintainable,
regression-safe, or protocol-correct. The results are best read as a
calibrated comparison of two reproducibility tasks, not as a total
cyber-risk score.

6 Validity, Bias Directions, and Residual
Exposure

Table 4 records the main biases and their expected direction on
A = D — A, distinguishing threats that can exaggerate attacker
advantage from those that favor the defender score.

6.1 Internal validity

The strongest internal-validity concern is not the statistical test;
it is role and pipeline mismatch. The attacker and defender runs
occurred separately, and their outcome encodings differ. For the
two OpenCode systems, the agent-CLI version, requested model
slug, corpus, and vulnerability identity are matched. For Claude
Code, the CLI differs across arms. We therefore state evidence tiers
rather than averaging all rows into a false precision.

Attacker outcomes were re-tallied from terminal records but not
independently replayed outside the original scorer. A false-positive
attacker marker would inflate A and make A more negative. Be-
cause raw artifacts remain private, external readers cannot resolve
this threat from the manuscript. A neutral custodian should inde-
pendently replay stored generated inputs from the archival records
before publication or release-gate use.

6.2 Construct validity

The attacker task is guided crash reproduction. The defender task is
single-PoC suppression plus apply/build success. These are mean-
ingful software-security capabilities, but they are not symmetric
economic endpoints. Offense often derives value from one working
point solution; defense must protect a larger surface and satisfy
organizational acceptance constraints. That asymmetry motivates
the differential, but it also means A and D are not on an indisputably
common utility scale.

A production gate should therefore report a vector: attacker task
level, defender task level, A, D, A, and an economically weighted
sensitivity analysis. This study reports only the narrow single-PoC
components for one vulnerability class.

639
640
641
642
643
644
645
646
647
648
649

650

652
653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686
687
688
689
690
691
692
693
694
695

696



697
698
699
700
701
702
703
704
705
706
707
708
709
710
711
712
713
714
715
716
717
718
719
720
721
722
723
724
725
726
727
728
729
730
731
732
733
734
735
736
737
738
739
740
741
742
743
744
745
746
747
748
749
750
751

753
754

Does Al Help Cyber Attackers or Defenders?

SCORED ’26, 2026, Location TBD

Table 4: Bias ledger. “Unknown” means the direction cannot be established from the available records.

Threat

Likely effect on A
or D

Direction on A

Interpretation / mitigation

Unverified attacker pass
marker
Single-PoC defender score

False positives in-
flate A
Narrow fixes can in-

downward,
attacker-favoring
upward, defender-

Independent replay of stored generated inputs is the highest-value archival audit.

Do not call D robust remediation; evaluate richer criteria only in a separately
specified private gate.
Scope to the 212 certified ARVO-derived instances; report 276-to-212 flow.

flate D favoring
Fix-verifiability selection  Easier/localized upward, defender-
fixes may inflate D favoring
Task information asymme- May change either unknown
try arm
Public historical corpus Memorization may unknown
help either arm
CLI version skew (Claude) ~May change either unknown
arm
Provider slug without Silent model substi- unknown
served-model attestation ~ tution possible
Single run per sample Stochastic run vari- unknown
ance unmeasured
Outcome-blind listwise in- May select by in- unknown

Interpret as two operational tasks; avoid latent-capability causal claims.

Use disclosure/cutoff metadata and private future instances in a standing gate.
Treat as sensitivity only; primary claims rely on version-matched OpenCode.
Require provider or custodian model-identity evidence in future runs.

The +4.5 pp row is especially fragile; repeat across seeds or use a precommitted

symmetric pass@k policy.
Own-set deltas and extreme-imputation bounds show qualitative stability for two

tersection stance difficulty systems.
C/C++ sanitizer scope Limits external va- none within study Do not generalize to authentication, logic, injection, cloud, or social-engineering
lidity tasks.

6.3 Corpus replayability

The archival environments were addressed by mutable reproduction
tags rather than content digests, so the records do not guarantee
bit-identical container replay. Reproduction control planes can also
resolve different commits across runs. Finally, a behavior-flipping
diff proves that some change suppresses the recorded failure; it does
not by itself prove that the located diff is the upstream developer’s
canonical fix. A standing gate should content-address container
images, pin vulnerable and fixed commits, record the advisory-
to-fix mapping, and flag instances without a resolvable upstream
fix.

6.4 External validity

All instances are C/C++ memory-safety failures originating in
fuzzing and evaluated under sanitizer instrumentation. The re-
sults do not directly transfer to web authorization, cryptography,
supply-chain compromise, cloud identity, malware development,
social engineering, incident response, or secure design review. They
also condition on successful historical reproduction and a buildable
canonical fix.

The models are frontier closed models accessed under autho-
rized evaluation programs. Their requested slugs, availability, and
provider-side implementations can change. The unit of inference is
the recorded agent-model system at the time of the archival runs,
not a permanent model family.

6.5 Statistical conclusion validity

Per-system observations are paired across roles and independent
across vulnerability IDs only to the extent that vulnerabilities do
not share unmodeled repository-level effects. Some projects con-
tribute multiple instances. Without the raw sample-to-project map-
ping, repository-cluster sensitivity cannot be reconstructed. The

matched-pair tests may therefore be mildly optimistic if within-
project outcomes are strongly correlated. This is another reason to
avoid a pooled cross-system test and to treat effect magnitude, not
only p values, as primary.

7 A Private but Auditable Pre-Deployment
Evaluation

The measurement study and the release-gate architecture are sepa-
rate contributions. The archival pilot does not prove that the pro-
posed governance system is already deployed. This section specifies
what a credible private gate would need.

7.1 Threat model

The evaluated laboratory may have incentives to improve a public
score, select a favorable run, omit failed dispatches, or use advance
knowledge of tasks in post-training. The custodian may make scor-
ing errors or sign a misleading result. External attackers may seek
to extract benchmark content or exploit-bearing artifacts. The evi-
dence design should address four properties:

Task confidentiality. The corpus, prompts, behavioral witnesses,
PoC bytes, patches, and per-sample traces do not become
public.

Version commitment. A run is bound to a committed instru-
ment version, sample set, scorer, agent configuration, and
requested model identity.

Run completeness. Dispatches are logged before execution so
an unfavorable result cannot disappear without leaving a

gap.
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Result integrity. Public result records are signed and registered
in an append-only transparency service; signatures authen-
ticate the custodian but do not by themselves prove scoring
correctness.

7.2 Two-phase evidence protocol

Figure 3 gives the protocol. The public artifact is a manifest, not a
full conversation or tool trace.

Phase 0: instrument commitment. The custodian assigns an in-
strument version and commits to a corpus Merkle root, ordered
opaque sample IDs, task-protocol digest, scorer digest, complete-
ness specification, analysis-plan digest, and key policy. The public
commitment contains no environment source or testcase bytes.

Phase 1: pre-dispatch authorization. Before any model call, the
custodian creates an authorization statement containing a fresh
nonce, instrument version, requested model identity claim, agent
and CLI versions, configuration digest, sample-set commitment,
allowed execution window, and planned repetition policy. The state-
ment is signed as a COSE_Sign1 object and registered with a SCITT-
compatible transparency service. Its receipt proves that the run was
authorized before the result existed [7, 24].

Phase 2: private execution. The custodian runs the evaluation
under access controls. Full prompts, outputs, tool traces, generated
inputs, patches, and scorer evidence remain encrypted and accessi-
ble only to authorized auditors. Every sample receives a terminal
completeness state independent of pass/fail.

Phase 3: signed result. After execution, the custodian creates
a content-minimized aggregate manifest, signs it, and registers
it. Table 5 lists the proposed public fields. A per-sample result
commitment permits inclusion proofs during confidential audit
without revealing sample identities publicly.

7.3 What the evidence proves

A valid signature and transparency receipt prove that a specific
custodian signed a specific statement and that the statement was
registered. They do not prove that the served-model identity was
correct, the scorer was correct, the private task was well designed,
or the custodian did not run undisclosed experiments outside the
governed process. Those properties require institutional controls,
independent audit, provider-side model attestation where available,
and a policy that only pre-authorized runs may support release
claims.

Signatures establish record integrity and signer identity, not
scorer correctness, model identity, or sound governance. The archi-
tecture raises the cost of tampering and selective omission; inde-
pendent controls remain necessary.

7.4 Independent custody proposal
A plausible institutional split is:
e an open-source security foundation such as the Linux Founda-

tion/OpenSSF could convene stakeholders and select or oversee
an operator;

Anon.

o the IETF’s role should be standards work for evidence formats
and transparency interoperability, not custody of the benchmark;
and

e an independent security research institute such as CISPA could
perform adversarial validation, scorer review, and periodic audit.

These organizations are examples of suitable functions, not as-
sertions of current participation or endorsement. The evaluated
laboratories should not control task content, admission, execution,
or result publication.

7.5 Task privacy and result auditability

A secret benchmark held by the evaluated party is not independent.
A private instrument needs a documented access policy, separation
of duties, rotation and retirement rules, contamination monitoring,
and a public evidence contract. Publishing every task, however,
turns a standing gate into a training and optimization target. Private
task content combined with public, content-minimized evidence
addresses these competing requirements.

8 Enterprise and Security-Economics
Interpretation

Security economics has long emphasized misaligned incentives, ex-
ternalities, and asymmetric costs [1, 2]. Autonomous agents sharpen
these asymmetries.

Offense is often a point; defense is a surface. For many vulnerabili-
ties, an attacker needs one successful route to impact. A maintainer
needs a patch that removes the root cause, preserves behavior,
survives review, fits release processes, and satisfies protocol or com-
pliance obligations. The public single-PoC metric does not measure
that full defender surface and is therefore more permissive than an
enterprise acceptance process.

A conditional upper bound on the defender score. Let DSt denote
any defender criterion that requires single-PoC suppression plus
additional acceptance conditions. Pointwise, DSt < DPOC_If of-
fense remains credited at one working PoC—the economic premise
that one successful point attack has standalone value—then A;
is unchanged and AS™i¢t < AP°C. Under that explicit asymmetric
premise, the reported differentials are the most defender-favorable
readings. The inequality is conditional: tightening the attacker cri-
terion to end-to-end weaponization can also lower A, leaving the
net correction unsigned.

A differential does not replace the capability vector. A deployment
dashboard should report (A, D, A) and task-level severity. Four
broad regions have different implications:

(1) Low A, high D: evidence of defender advantage, subject to
task validity.

(2) High A, high D: strong dual-use capability; access controls and
defender deployment may matter more than a small differential.

(3) High A, low D: the clearest case for restriction, additional
mitigation, or delayed release.

(4) Low A, low D: limited measured capability; the gate may be
below the frontier or the model may be weak on both tasks.

Mergeability and compliance remain unmeasured. An enterprise
defender objective is not “make the crash disappear.” It includes code
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sample-set, scorer, for authorization

execution package

agent, and con-
figuration digests
J
Y
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Sign and register pre-

dispatch authorization
. J
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Y
Execute private
attacker and
defender tasks

Issue inclusion
receipt for result

Y
Create content-
minimized aggregate
result manifest /
J

V

( N
Sign manifest

with COSE_Sign1

Figure 3: Two-phase evidence protocol. Logging the authorization before dispatch is essential: a post-run signature alone cannot
reveal unreported runs. Public artifacts contain commitments and aggregate results, not benchmark or exploit content.

Table 5: Public fields in a content-minimized signed result manifest. Full trajectories are not public because they may reveal
tasks, source fragments, patches, or exploit-bearing artifacts.

Field

Purpose

Schema and instrument version
Authorization receipt hash
Requested model identity claim
Agent/CLI and configuration
digests

Opaque sample-set root
Start/end timestamps

Per-arm completeness counts
and failure classes

Four-cell paired counts
Per-sample outcome root
Scorer and analysis digests
Custodian signature and re-
ceipt

Prevents ambiguous interpretation and binds the result to a fixed gate.

Links the result to the pre-dispatch transparency entry.

States provider slug or controlled package digest; does not overclaim served-weight attestation.
Binds the scaffold, budgets, tool policy, and stopping configuration.

Commits the ordered private sample set without disclosing it.
Supports operational audit and detects implausible or replayed reports.
Exposes early termination, provider faults, and other missingness.

Makes A, D, A, and exact paired inference independently recomputable.
Enables confidential spot checks and inclusion proofs.

Binds the executable verifier and statistical implementation.

Provides integrity, signer authentication, and append-only registration.

review quality, regression risk, protocol invariants, dependency pol-
icy, auditability, and coordinated deployment. Those requirements
should motivate a separate, custodian-held defender evaluation.
They must not be retroactively attributed to the D reported here.

Release decisions are dynamic. The relevant question is a mar-
ginal one: how does the candidate system change attacker and
defender capability relative to a deployed baseline? A standing gate
should therefore evaluate successive releases on a stable private
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instrument and report As — Ay, alongside absolute A and D. The
current retrospective study is cross-sectional and cannot estimate
that release-to-release shift.

9 Discussion

9.1 What would change our conclusion?

The current conclusion would weaken or reverse under several
observations:

e independent replay shows a material false-positive rate in at-
tacker pass markers;

e repeated runs show that the signs are unstable under stochastic
variation;

e a version-matched rerun of Claude Code removes the large neg-
ative differential;

o a broader defender acceptance process lowers all patch scores
enough to change the interpretation from task parity to opera-
tional weakness; or

o other vulnerability classes show consistently positive differen-
tials.

Each conclusion is conditioned on a specified sample, agent-model
system, task pair, and public binary oracle, so these observations
can directly overturn it.

9.2 Highest-value next analyses from existing
records
Three improvements do not require fresh model execution.

(1) Independent attacker replay. Re-execute every stored gener-
ated input against the vulnerable build and the canonical fixed
build under the recorded sanitizer configuration. This directly
addresses the only identified bias that can inflate A.

(2) Release an audit commitment package. Publish opaque
sample IDs, ordered-set roots, exclusion reason codes, scorer
and analysis digests, and signed aggregate manifests. A neutral
auditor can rederive the tables without disclosing tasks.

(3) Repository-cluster sensitivity. Use the private sample-to-
project mapping to resample repositories as blocks and compare
the result with the vulnerability-block interval, while preserv-
ing per-system inference as primary.

9.3 What requires new data

A genuine release gate requires repeated seeds or a precommitted
pass@k design, exact version matching across arms, provider or
controlled-package model identity evidence, additional vulnerabil-
ity classes, and a separately validated enterprise defender construct.
The current results do not supply those measurements.

9.4 Public benchmark science and private gate
governance

Public benchmarks remain essential for reproducibility, method
comparison, and scientific progress. Private gates solve a different
problem: maintaining decision-grade discrimination under contam-
ination and strategic optimization. The two should coexist. Public
tasks support open science; private tasks support calibrated release
decisions; signed evidence and neutral audit connect them.

10

Anon.

10 Ethics and Responsible Disclosure

The archival corpus is restricted to already-disclosed and already-
patched vulnerabilities or fuzzing-derived reports past their disclo-
sure window. No public artifact includes a live zero-day, runnable
exploit, proof-of-concept bytes, environment source, or generated
patch. The attacker task exercises dual-use capability, so full trajec-
tories remain inside the controlled evaluation environment.

The proposed public artifact is a content-minimized signed mani-
fest, not an agent conversation or tool trace. Full traces may contain
source fragments, testcase material, patches, or exploit-relevant
details and should be available only to authorized auditors. Where
an evaluation surfaces a genuinely novel vulnerability, it should
leave the scored corpus and enter coordinated disclosure under
embargo.

The archival runs used authorized provider cyber-evaluation ac-
cess. The custody proposal assigns hypothetical institutional roles;
it does not imply participation, endorsement, or current posses-
sion of the corpus by the Linux Foundation/OpenSSF, the IETF, or
CISPA.

11 Reproducibility and Artifact Availability

The accompanying anonymized analysis artifact contains the ag-
gregate four-cell tables, an opaque 199 X 3 paired outcome matrix,
and deterministic code reproducing the Newcombe intervals, exact
McNemar tests, Holm adjustment, and vulnerability-block boot-
strap. It also includes a reference field set for the proposed signed
public result record.

The private vulnerability environments and raw traces are not
publicly released because they contain the evaluation instrument
and potentially exploit-bearing content. Confidential access for a
neutral evaluator, opaque sample commitments, and signed red-
erivation of aggregate counts would support artifact review. No
such independent audit is claimed here.

12 Conclusion

A cyber release gate that measures only offense cannot answer the
deployment question. The relevant calibration is directional: on
the same vulnerability instances, under explicit task definitions,
does the evaluated agent-model system help defenders more than
attackers?

A retrospective analysis of prior single-PoC sanitizer runs shows
why the answer cannot be assumed. OpenCode/GPT-5.5 is attacker-
favoring by 11.6 pp in magnitude; OpenCode/GPT-5.3-codex is sta-
tistically indistinguishable from parity and is based on one run per
sample; and a version-skewed Claude Code/Opus 4.7 sensitivity
row is strongly attacker-favoring. The two negative signs survive
conservative missingness bounds. The evidence supports neither
a universal statement about Al systems nor a pooled significance
test over repeated vulnerabilities.

Methodologically, a credible offense-defense differential requires
identical ground truth, complete paired records, explicit system
identity, paired statistics, and explicit task semantics. A credible
private gate additionally requires neutral custody, pre-dispatch com-
mitments, content-minimized signed result manifests, and append-
only transparency receipts. These conditions support an auditable
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measurement program that asks both how capable a model is at
cyber and which side of the contest it is likely to strengthen.
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